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HNHcTpyKuus nojb3oBareisi Mo odecrneveHH0 HHPOPMALHOHHOH
oeszonacuocta B MOY «Ky3neuenckas COILI»
IIpuo3epckoro MyHHIMNIAJBLHOIO paiioHa

Jlenunrpaackoi ob6aacTu
1. O61ue nonoxxeHus

1.1. Hacrosimas WHCTpyKIMS OmpenenseT OCHOBHbIE OOS3aHHOCTH U
OTBETCTBEHHOCTh I10JIb30BATEIs, JIOMYIIEHHOTO K 00paboTke KOH(UACHIHAIBHOH
uH(OpMAIHH.

1.2. Tlonp3oBaTenb MpH BBITOJIHEHMH paboT B Ipelenax CBOHUX
GYHKIIMOHATIBHBIX O0S3aHHOCTeH, obecreynBaeT 0e30MacHOCTh KOH(HIEHIMAIBHON
UHPOpPMAILIMK ¥ HECeT MEPCOHABHYIO OTBETCTBEHHOCTD 3a COONI0IeHHe TpeOoBaHUMN
PYKOBOASIIMX TOKYMEHTOB I10 3alUTe UH(POpPMAIUH.

2. OcHOBHBIE 00513aHHOCTH MOJIB30BATENS:

2.1. BoimonHate ofume TpeOoBaHUS 1O  OOECHEYEHHID  peXHMa
KOH(UAEHIIMATEHOCTH MPOBOIUMBIX paboT, yCTaHOBJICHHbIE 3aKOHOAATEIbCTBOM PD,
BHYTPEHHUMHU IOKYMEHTaMH OpraHU3aliy U HacTosed MacTpyKiuei.

2.2. Ilpu pabote ¢ KOH(pUAEHIIMATEHON UH(OpMaLUel pacronarate BO BpeMs
paboThl 3KpaH BUAEO MOHHUTOpA TaK, 4TOOBI MCKIIIOYAIach BO3MOXXHOCTE IIPOCMOTpa
oTobpakaeMoil Ha HeM HH(OpPMaLUK TOCTOPOHHUMH JIUILIAMH.

2.3. Cob6nronare mpaBmia pabOThI CO CpeACTBAaMU 3aIUTHl MHGOpMaLUH M
YCTAaHOBJICHHBI pPEXHUM pa3rpaHUUYEHUs JOCTylla K TEXHHUYECKHM CpeICTBaM,
nporpaMmam, 0a3aM OaHHBIX, ¢aijaM W IPYrHM HOCHTEISIM KOH(HICHLIUAIbHON
uHpopManuel pu ee o6padoTke.

2.4. Tlocne oxoH4YaHUs OOpaGOTKH KOHGUIECHUHATbHOH HHPOpMALMH B
paMKax BBIMOJIHEHUS OHOTO 3aJaHHs, a TakKe [0 OKOHYaHUU pabodero aHs,
IPOM3BECTH CTHPAaHUE OCTATOYHOM HH(OpPMAIUH C XKecTKoro aucka OBM.

2.5. B cnyyae BBISBICHHS WHIUACHTOB HH(POpPMAIMOHHOW O0€30MacHOCTH
(bakTOB MM TOMBITOK HECAHKIIMOHUPOBAHHOIO JIOCTYNa K HH(MOpPMAaLWH,
obpabateiBaemoit B OBM wmiu 6e3 HCHONB30BaHUS CPEACTB aBTOMATH3AllMH)
HEMEJIEHHO coO0IIUTh 00 3TOM B [lemapTaMeHT S3KOHOMHYECKOH 6e30macHOCTH, 10
TpeOOBaHUIO PYKOBOAUTEINS MOJApa3NeIeHUs] HalUcaTh CIyeOHYI0 3allUCKy Ha UM
PYKOBOIMTENS TMOApa3eleHus] W TNPHUHATh Y4YacTHE B CIy)KeOHOW NpoOBEpKe IO
JAHHOMY MHIIMJIEHTY.

2.6. CamocTosTeIbHO He ycTaHaBnuBaTh Ha DOBM kakue-nubo amnmapaTHbie
WM TIPOTpaMMHBIE CPE/ICTBA.



2.7. 3HaTh ITaTHBIE peXHMMBI paboTBl MPOrPaMMHOro obecredYeHus,
OCHOBHBIE ITYTH TPOHUKHOBEHHS U PACIIPOCTPAHEHHUS KOMITBIOTEPHBIX BUPYCOB.

2.9. TIOMHUTH JTMYHBIE N1APOJIM U TEPCOHATbHBIE HAECHTH(OUKATOPBI, XPAHUTH
UX B TaliHe, HE OCTaBJIATh 0€3 MPUCMOTpPa HOCUTENIH, UX COJAepKallhe, U XPaHUTh B
3amuparomemMcs AnmKe croida uin cefide. C yCTAHOBJICHHOW IEPHOAMYHOCTHIO
MEHSTH CBOM MapoJib (mapoin).

2.10. Ilpu mpuMeHEHHWH BHEIIHMX HOCHTened MH(OpMalWH Mepes HadyaloM
paboThl MPOBECTH WX IPOBEPKY Ha IPEJAMET HaIH4YUs KOMIIBIOTEPHBIX BHPYCOB
cpencrBamu OBM.

2.11. 3HaTh ¥ CTPOrO BBITIOJIHATH MTPaBUIa PabOTHI ¢ YCTAaHOBJICHHBIMHU Ha €ro
OBM cpeactBaMd 3aliuThl MHGOpMalMK (aHTUBHPYC, CPEACTBA pasrpaHHYCHMs
JIOCTYIa, CpencTBa KpHnTorpa@udyeckod 3amuThl W T.I.) B COOTBETCTBHH C
TEXHUYECKOH TOKYMEHTalMel Ha 3TH CPEACTBA.

2.12. TlepemaBaTh Uil XpaHEHHs YCTAHOBJICHHBIM IIOPAAKOM  CBO€
WHAMBUIyaTbHOE ycTpoiicTBo uaenTudukaimu (Touch Memory , Smart Card ,
Proximity u T.I1.), ApyTHe peKBU3UTHI Pa3rpaHUUCHHs TOCTYNa ¥ HOCUTEIH KIIF0YeBOM
UH(GOpMAIMK TOJILKO DPYKOBOAMTENIO IIOAPA3NEICHHUsS WX OTBETCTBEHHOMY 32
uH(pOpPMaIOHHYIO 0€30M1aCHOCTb.

2.13. Hame)xHO XpaHUTh U HUKOMY HE IlepeaBaTh JUYHYIO [1€4aTh.

2.14. HeMeIJIeHHO CTaBHTh B HM3BECTHOCTH JlemapTaMeHT 3KOHOMHYECKOH
6€30MacHOCTH U PYKOBOAUTENS MOApPa3eIeH s IPU OOHApYKEHUH:

HapyUIeHU# [eTOCTHOCTH MIOMO (HaKiIeeK, HapyIICHU! U1K HeCOOTBETCTBUU
HOMEpOB IeyaTeii) Ha amnnapaTHbIX CPEACTBaX MM MHBIX (AKTOB COBEPIICHHS B €ro
OTCYTCTBHE TIONBITOK HECAHKI[MOHMPOBAHHOIO JOCTyNa K 3aKPEIUICHHOH 3a HUM
3anuiieHHon 9BM;

HEKOPPEKTHOTO (PyHKIIMOHMPOBAHUS YCTAHOBJIEHHBIX Ha OBM TeXHHYECKHX
CPEJICTB 3alUThI;

OTKJIOHEHHH B HOpMaIbHOU paboTe CUCTEMHBIX U IIPHKJIAIHBIX MPOrPAMMHBIX
CPEICTB, 3aTPYAHSIOIIMX YKCIUTyaTanuio OBM, BeIxoJa U3 CTPOs HJIM HEYCTOXYMBOIO
GyHKIMOHKMpPOBaHUs y310B OBM wnim mepuepHiHHBIX YCTPOWCTB (IHMCKOBOJOB,
IpYHTEPA U T.I1.), @ TAK)Ke [epeboeB B CHCTEME 3/1EKTPOCHAOKEHHSL.

2.15. Tlo 3aBepiieHMH paboT 10 W3MEHEHHWIO aNNapaTHO-TIPOrpaMMHOM
KOH(UTypaLyH, 3aKpeIUieHHoM 32 HUM DBM 1poBepsaTh ee paboTOCIOCOOHOCTS.

3. ObecnieueHne aHTUBUPYCHON 6€30I1aCHOCTH

3.1.OCHOBHBIMM IIyTSMH TPOHMKHOBEHHS BHPYCOB B HH(OpPMaIMOHHO-
BBIUMCIIUTENIBHYIO CETh OpPraHW3allid SBIIIOTCS: CheMHbIE HOCHTENHM HH(OpMaIuH,
3JEKTPOHHAs TMo4YTa, (ailyibl, modydaemble M3 ceTH MHTepHET, paHee 3apaKeHHbIC
OBM.

3.2. [Ipy BO3HMKHOBEHHMH ITOJ0O3pEHUs HA HaJIHW4KMe KOMIIBIOTEPHOrO0 BHpYCa
(coobIIeHre aHTUBUPYCHOM MPOTPaMMBbl, HETUIIUYHAs paboTa MporpaMm, MosBICHHE
rpagUUecKUX M 3BYKOBBIX 3()(EKTOB, HCKKEHHH NaHHBIX, NponagaHue (anios,



YacToe MOsBIIEHHE COOOIIEHHH 0 CHCTEMHBIX OMIMOKaX H T.II.) TOJb30BaTeNb A0DKEH
IIPOBECTH BHEOUYEPEIHON aHTHBHPYCHBIH KOHTpoIb IBM.

3.3. B ciyuae oOHapy)KeHHs [PH IPOBEJICHWHM AHTHBHUPYCHOM IPOBEPKH
3apakeHHBIX KOMITBIOTEPHBIMA BUpycaMH (aitios rmomb3osarens OBA3AH:

NpeKpaTUTh (IIPHOCTAaHOBUTE) paboTY;

HEeMEJJICHHO TOCTaBUTh B M3BECTHOCTH O (pakTe OOHApYXEHHUS 3apaKeHHBIX
BUpycoM (aiiJloB CBOEro HENOCPEICTBEHHOIO PYKOBOAHMTENA, OTBETCTBEHHOIO 3a
MHPOPMAIMOHHYI0 ~ 0€30MacHOCTh, &  TakkKe  CMEXHBIE  I[OAPA3NC/ICHHUS,
MCIIOJIB3YIOIIHe 3TU (aiiniel B paboTe;

OLIEHUTh HEOOXOIUMOCTh JalbHENIIEr0 HCIIONb30BaHus (aiioB, 3apaKEHHbBIX
BUPYCOM;

NPOBECTH JIeUEHHE WM YHHYTOXKCHHE 3apaKeHHbIX —(ailnoB  (TpH
HeOOXOIUMOCTHU [JIsl BBINOJIHEHHS TpeOOBaHUM NAaHHOIO ITyHKTa CIEAYeT NPHBJICYb
aJIMHHUCTPATOPa CUCTEMBI).

3.4. [lone3oBaremo SAINTPEINAETCA:

OTKJTIOUATh CPEICTBA aHTHBUPYCHOM 3aIlUThI HH()OPMAIINH;

6e3 paspelIeHus] KOMHPOBAaTh JI00bIe (alIIbl, yCTAHABIMBATE M HCIIOIb30BATh
moboe mporpaMMHOe oOecriedeHHe, He MpeJHa3Ha4YeHHOE JUIA BBIMOIHCHHS
cITy)keOHBIX 3a71a4.

4. O6ecneuenne 6€30MaCHOCTH EPCOHATBHBIX JaHHBIX

4.1. OcHoBaHWeM JUIs JONycKa pabOTHHKAa OpraHH3allid K o6paboTke
MEepCOHATBHEIX JAHHBIX B paMKax CBOMX (YHKIHOHATBHBIX 00S3aHHOCTEH ABJIAETCSA
[lepeuHeM MODKHOCTEH, YTBEPKIEHHBIM IUPEKTOPOM OpraHH3alHU U TOJDKHOCTHAS
MHCTPYKIMs paboTHHKA. OCHOBaHMEM JUIsl NPEKPAICHNs AOMyCKa K MEPCOHATbHBIM
JAHHBIM sBISETCS HMCKIoyeHne u3 IlepedHs [OODKHOCTEH, YTBEp)KIACHHBIM
JMPEKTOPOM ~OpraHu3aliid ¥ (WIH) H3MEHEHHE JOJDKHOCTHOM HMHCTPYKIHMH
paboTHHKA.

4.3. Kaxneii pa6otnuk MOY «Kysueuenckas COIll», ywacTByrommi B
nporeccax 06pabOTKH MEPCOHANBHBIX NAHHBIX M UMEIOIIHH JOCTYIl K anmapaTHbIM
CpecTBaM, IPOrpaMMHOMY oOecreueHHnio U 6a3aM JaHHBIX CHCTEMBl OpraHU3alnH,
SBJISIETCA TIOJIB30BATEIEM K HECeT TMEpPCOHAIbHYI0 OTBETCTBEHHOCTh 33 CBOH
JEUCTBUA.

4.4, TTons3oBatens OBSI3AH:

3HaTh TpeOOBaHUS PYKOBOMAIIMX IOKYMEHTOB IO 3alIUTe MEPCOHAIBHBIX
JaHHBIX;

MPOU3BOMUTL  00paboTKy  3alMIaeMod  MHGOpMauWd B CTPOrOM
COOTBETCTBHH C YTBEPXKACHHBIMH TEXHOJIOrHYECKUMHA HHCTPYKLIUAMH,

CTpOro coO6MIoNaTh YCTAHOBJICHHBIE IIpaBHja oOecrieyeHus Oe30IacHOCTH
MIepCOHANIBHBIX JaHHBIX IIPH paboTe ¢ MPOrpaMMHBIMH U TEXHUYECKMMH CPEIICTBAMH.

4.5. TTone3osarenio SAITPEINAETCAL:



v/

HCIIONIb30BaTh KOMIIOHEHTHI MPOrPaMMHOIO M amlapaTHOro OOecIeueHHs He
110 Ha3HAYEHHIO (B HECITY)KEOHBIX LENISIX);

HCIIONB30BaTh CPENCTBA Pa3pabOTKU U OTIAJKH IMPOrpPaMMHOIO O0ecreueHus
CTaHJApPTHEIX IPOrPaMMHBIX CpeACTB obuiero HasHauenus (MS Office u 1p.);

CaMOBOJIBHO BHOCHTBH Kakhe-TH00 W3MEHEeHHs B KOH(UIYpaLHUIO anmnapaTtHo
— mporpaMMHbBIX cpeacts OBM WM ycTaHaBIMBATh OMOJIHHUTENBHO JIFOOBIE
IporpaMMHbIe U anmapaTHbIe CPECTBa,;

OCYIIECTBIATh 0OpaGOTKYy II€PCOHANBHBIX HAHHBIX B  IPUCYTCTBHH
NIOCTOPOHHHMX (HE JOIMYLIIEHHBIX K TaHHOW HH(OpMALIKH ) JIUII;

3aliChIBaTh U XPaHUTh IMEPCOHAIbHBIE JaHHBIE HA HEYYTECHHBIX CHEMHBIX
HocuTensaX nH(GopMaluu (THOKUX MATHUTHBIX AUCKaX, (311 — HAKONUTENAX U T.IL.),
OCYIIECTBIIATH HECAHKLIMOHUPOBAHHYIO PacIieyarKy INepCOHAIbHBIX JaHHBIX;

OCTaBNIATH BKJIFOUEHHON Oe3 mpucMorpa cBoro OBM, He aKTHBHU3MPOBAB
CpEe/ICTBA 3AIMTHl OT HECAHKIHOHUPOBAHHOTO HOCTYyNa (BPEMEHHYIO OJIOKHPOBKY
9KpaHa U KJIaBUATYypbl);

OCTaBIATh 0€3 JIMYHOrO MPHCMOTpa Ha pabodyeM MecTe WM Iiae Obl TO HHU
OBUIO CBOE IEPCOHATBHOE YCTPOHCTBO HMIAECHTH(HKAIMH, HOCUTEIH M pPAaCIedaTKH,
colep)Kallue nepcoHalbHbIe JaHHBIE;

YMBIIIJIEHHO HCIIOJb30BaTh HEJOKYMEHTHPOBAHHBIE CBOWCTBA M OLIMOKH B
NPOrpaMMHOM OOECleYeHUHM WM B HAacCTPOMKaX CPEICTB 3allUThI, KOTOPbIE MOIYT
IIPUBECTH K HApyLIEHUsAM Ge30TaCHOCTH MepCOHATbHBIX NaHHBIX. O6 oOHapyXeHHH
TaKoOro pojia OMMOOK — CTaBUTh B U3BECTHOCTH OTBETCTBEHHOIO 3a 0€30IaCHOCTH
HHGOPMAIMU ¥ PyKOBOIUTEIS MIOAPa3Ie/ICHHUS.

4.6. OcobeHHOCTH 06pabOTKH MEPCOHATBHBIX JaHHBIX 0€3 HCIIOIb30BaHMS
CPeICTB aBTOMATHU3aIUH.

4.6.1. O6paboTka MepCOHAIbHBIX JIaHHBIX CUUTAETCS HE
ABTOMATH3MPOBAHHOM, €CIM OHAa OCYIIECTBIsETCS 0€3 MCIONb30BaHUA CPEICTB
BBIYHMCIIUTENIbHON TEXHUKH.

4.6.2. Jlommyck K He aBTOMATH3UPOBAHHON 00paboTKe NepCOHANbHBIX JaHHBIX
OCYIIIECTBIISIETCS. B COOTBETCTBHMM ¢ IlepedyneM JO/DKHOCTEH  COTPYIOHHKOB
OpraHu3alyd, HMMEIOIIMX JOCTYN K IEePCOHAIbHBIM JaHHBIM, KOTOpBIE HECYT
OTBETCTBEHHOCTh 3a pealu3aluio TpeOoBaHHH IO obOecreyeHHI0 0e30IacHOCTH
MEPCOHAJIBHBIX JaHHBIX.

4.6.3. TlepcoHabHbIE TaHHbIE TIPH X HE aBTOMATU3UPOBAaHHON 06paboTke H
XpaHEHUH JOJDKHBI 060COONATHCS OT MHOM MHGpOpMaunuH ImyTeM (HKCAlWd MX Ha
OT/IEbHBIX MaTEpHAIbHBIX HOCUTENSAX B CHIEHHANBHBIX paszieNnax WK Ha Mojax Gopm
(61aHKOB).

4.6.4. Tlpu duxcanuu MepcoOHaIbHBIX NAaHHBIX Ha MaTepHUAIbHBIX HOCHUTENAX
He Jomyckaercs (uKcaluds Ha OJHOM MaTepUaJbHOM HOCHTENE MEePCOHATBHBIX
JTAHHBIX, e 00pabOTKH KOTOPBIX 3aBEJOMO HE COBMECTUMBI.

4.6.5. Jlns KaxIoW KaTeropuud MEpCOHAIBHBIX JaHHBIX HCIIOJIb3YETCA
OTJIeJIbHBIM MaTepHaIbHbI HOCUTEIb.



4.6.6. XpaHeHHE MaTepUAIBHBIX HOCHTENEN TMepCOHANbHBIX [aHHBIX
OCYIECTBIISIETCA B CHELHATbHBIX mkabax (smukax, cedpax H T.1.),
0BeCIeYMBAIOIIMX COXPAHHOCTh MaTepHalbHBIX HOCHTENEH M HCKIHOHAIOMHX
HECAHKIIMOHHPOBAHHBIM K HUM JIOCTYIL.

5. O6ecrieyenre HWHGOPMAMOHHON O€30MAaCHOCTH TPH HCIOIL30BAHUH
pecypcos cetu IHTEepHET

5.1. Pecypcsl ceTH VIHTEpHET MOTYT HCIONB30BATHCA JUIA OCYIICCTBICHHA
BBITOJIHEHHS TpeGOBaHUI 3aKOHO/1aTeNIbCTBA Poccuiickoit ®depnepanuy,
JMCTAHIMOHHOTO O0OCTy)XKUBAaHUA, TOMYyYeHHs M pPacrnpoCTpaHCHH HHpOpMaLIKH,
CBS3AHHOM C JEATENBHOCTBIO OpraHu3anuu (B TOM 4UHCNE, IyTeM CO3IaHUA
nHbOpManKoHHOro  web-caiirta), MH()OPMAIMOHHO-aHATUTHIECKOH paboTel B
MHTepecax OpraHM3alMi, OOMEHa MOYTOBBIMH COOOIIEHUSMH, a TaKKe BeICHHs
COBCTBEHHOM XO3AMCTBEHHON eATenbHOCTH. MHOE HCIONb30BaHUE PECypCoOB CETH
WHTepHeT, pelieHHe O KOTOPOM HE TNpHHATO PYKOBOACTBOM OpraHu3alud B
YCTAHOBJIEHHOM IIOpSJIKE, PAacCcMaTpUBAETCs KaK HapyIICHHC uH(OPMALOHHOM
©€301acHOCTH.

52. C 1uenbld OrpaHWYEHHUs HCIOIB30BaHUSA  CETH HNuTepHer B
HEYCTAHOBJIEHHBIX LENAX BBIAEIAETCS OrpaHMYEHHOE THCIIO MAaKCTOB, coJiepKalmx
mepeueHb CEPBHCOB U PecypcoB ceTd MHTEpHET, AOCTYMHBIX I 10JIb30BaTENEN.
Hayenenue paGOTHUKOB OpraHM3alliy TpaBaMy MOJIb30BaTENs KOHKPETHOTO MaKeTa
BBIMOTHSETCS B COOTBETCTBUH C €r0 NODKHOCTHBIMH 00s3aHHOCTAMHA.

5.3.0c00eHHOCTH UCTIONb30BaHuUs ceTH IHTepHeT:

ceTb VIHTepHET He MMeEET €IMHOro OopraHa ympaBJICHHUA (3a UCKIIOYEHHEM
c1yObI yIpaBJieHus POCTPAHCTBOM UMEH H aZpecoB) U He ABIAETCS IOPUAMIECKAM
JUIOM, C KOTOPHIM MOXXHO OBUIO OBl 3aKIIOYMTH [OrOBOP (cornmameHue).
Iposaiineps! (mocpenuuku) cetd MHTEpHET MOTYT 06ecIeYnTh TOJIBKO T€ YCIYTH,
KOTOPBIE PEaU3yI0TCs HEMOCPSICTBEHHO HMH;

rapaHTdd 10  00eCreueHuto uHpOpMALOHHOH ~ 0e301acHOCTH  TpH
HCIIONB30BAHAH ceTH MIHTepHET HUKAKMM OpPTaHOM HeE IPENOoCTaBIIAOTCA.

5.4. Tlpu OCYIIECTBJIEHHH 3JIEKTPOHHOTO JIOKyMEHTOO00pOTa, B CBA3H C
ITOBBINIEHHBIMU PHCKaMH MH(OPMAIMOHHOW 0€30IacHOCTH IpH B3aHMOJICHCTBUH C
ceThio VHTepHET OpraHM3allis NPUMEHSET COOTBETCTBYIOLIWE CPENCTBA 3aIlUTRI
pHpopManuu  (MeKceTeBble  OKpaHbl, ~AHTHBHPYCHBIC  CPE/CTBA, CpencTBa
KpUITOrpaduyecKoll 3alUThl HHGOPMALMHK U np.), obecrneunBarollie INPHEM H
nepefiady HH(GOPMAIMH TOJBKO B YyCTAHOBJICHHOM dopmare ¥ TOJBKO JUIS
KOHKPETHOW TEXHOJIOTHH.

5.5. [louytoBsli OOMeH KOHG®HAEHIHWAIbHON HH(MOpMalMen dYepe3 CeTh
MHTEepHET OCYIUECTBISAETCS C UCIONB30BAHNUEM 3aIUTHBIX MEP.

5.6. DmextponHas moura MOVY «Ky3HeueHCKas COIll» mnomIexuT
TMeprHoaMYecKoll apxuBaiuu. JIocTymn K apXuBy paspelleH TOIbKO IIOpa3IeTICHUIO
(nuiy) B OpraHM3allii, OTBETCTBEHHOMY 32 obecrieueHne HHPOPMALUOHHOH
6e3omnacHOCTH. 3MeHeHHs B apXUBE HE JOITY CKaroTCH.



5.7. Tlpm  B3ammoneiicTBuM ¢  cerslo  MHrepHer  J[lemaprameHT
MH(pOPMALMOHHBIX TEXHONOTHI O0GeCreYnBaeT NPOrpaMMHBIMA M anmnapaTHbIMH
CPeICTBaMH IPOTUBOACHCTBHE aTaKaM XaKePOB U paclpoOCTPaHEHHMIO crlaMa.

5.8. Ipu mone3oBanuu pecypcamu cetu Uareprer SAITPEIIAETCS:

HCIOIb30BaTh Ha paboueM MecTe WHBIE KaHalbl gocTyna DBM k cetu
HHTepHET, KpOMe YCTaHOBIEHHOTO;

IIPOBOJUTH CaMOCTOSITEJIbHOE HM3MEHEHHE KOH(HUTypaldd TEXHUYECKOTO H
nporpaMMHOro obecrnieuenns IBM, noaxiouerHoi k cetn MHTepHeT;

OCYIIECTBIIATE OTNPABKY 3JIEKTPOHHBIX MOYTOBBIX COOOIIEHHUI, COMEPIKAIINX
KOH(HUIEHIHATBHYIO HH(POPMALIKIO, 10 OTKPBITHIM KaHATAM;

MCIOJIb30BaTh HHbIE, KPOME CITy)KEOHBIX, IOYTOBBIE AIIUKH IS 3JIEKTPOHHOM
MePETIUCKH;

OTKpBIBaTh (aiibl, NPUIIEIIHe BMECTE C MOYTOBBIM COOOLICHHEM, €C/IH He
U3BECTEH HCTOYHUK 3TOTO COOOIIEHHS;

OCYIIECTBJIATE NIEPEHOC MOTYYEHHOM 10 ceTh MHTepHeT JOKyMeHTHPOBAHHOM
MHQOpMalki B 3EKTPOHHOM BHJE HA [pPyrHe KOMIIBIOTEPH 6e3 IIPOBEPKH ee
aHTHUBHPYCHBIMHU ITPOrpaMMaMH;

CKa4YuBaTh U3 CETU VIHTEPHET, B TOM YHCIIe CPEACTBAMHU 3JIEKTPOHHOMN ITOYTEL,
MH(pOPMAIHIO, COAEPIKAIILYIO UCTIONHIEMbIE MOJYJIH, IIPOrpamMMBl, ApaiBepsl U T.II.,
Oe3 mpenBapuTenbHOro cornmacoaHus ¢ JlemapTaMeHTOM HH(MOPMALMOHHBIX
TEXHOJIOTHH;

HCIIONb30BaTh CeTh MHTEpHET BHE Cily)KeGHBIX 3a1ad, [OCEIaTh HHTEPHET —
CaiThl, HE CBA3aHHBIE C BHIIOJHEHHEM JODKHOCTHBIX 00S3aHHOCTEH.

6. [Topsiok paboThI ¢ HOCHTENSMH KITIOYeBOH HHPOPMALHH

6.1. B HEKOTOPBIX MoJCHCTEMAaX OpraHU3alMH Ul 00ecIeueH s KOHTPOJIA 3a
[ICJIOCTHOCTBIO  M€PEIAaBACMbIX II0 TEXHOJOTHYECKHM KaHalaM 3JIEKTPOHHBIX
JIOKYMEHTOB (nanee — DJJI), a Takke IIs MOATBEPXAEHHUS WX MOITHHHOCTH H
aBTOPCTBA MOT'YT HCIIOJI30BATECS CPEACTBA 3IEKTPOHHOM moamucy (nanee — OIT).

6.2. PaGoTHMKy opraHmsamuu (Buagenslly Kmoua OII), KOTOpOMY B
COOTBETCTBHH C €ro JIODKHOCTHBIMHM OOS3aHHOCTAMH IIPENOCTABIEHO IIPaBO
nocraHoBkd Ha OJ[ ero OII, BbImaeTcss NEPCOHATBHBIA KIIOYEBOH HOCHTENH
MH(pOpMalMK, Ha KOTOPBIM 3aldcaHa YHHKAIbHAS KIIOUeBas HHpopManus (KoY
OlII), oTHOCAMIAACS K KATETOPHH CBENEHHH OrPaHHYEHHOTO pacnpocTpaHeHusl.

6.3. KittoueBble HOCHTENTH MapKHPYIOTCSL COOTBETCTBYIOIMMHU STHKETKAMH, Ha
KOTOPBIX OTP&XACTCA: PErHCTPALMOHHBIA HOMEpP HOCHUTENS H, IPH BO3MOXHOCTH
PasMEIICHHs, [arta M3rOTOBJICHHS H MOAMKMCh YIOJHOMOYEHHOrO COTPYIHHKA,
M3rOTOBHMBILIErO HOCHMTENb, BHA KIHOYEBOH MH()OpPMALMH — OSTaNOH WK pabodas
Komusi, paMuIus, UM, OTYECTBO M MOAIHKCH BlaJeNbla Kioda 1.

6.4. TlepconanbHBle KIIOYEBBIE HOCUTENH (3TAIOH M pabouyro KOIHI0)
Briazjenen Kmoya JII JoMKeH XpaHUTh B CIELHAILHOM MECTe, TapaHTUPYIOMWEM HX
COXPaHHOCTE.



6.5. Kmroun mposepku DIl ycTaHOBIEHHBIM MOPSAKOM PETHCTPHPYIOTCS B
CIIPaBOYHHUKE «OTKPBITBIX» KIIIOYEH, HCIOJNBb3YyeMOM IPH MPOBEPKE MOITHHHOCTH
JIOKYMEHTOB I10 YCTaHOBJIEHHbIM Ha HUX OI1.

6.6. Bnagenen xmoua OBSI3AH:

nox rmoamuck B «JKypHame yuera KIIIOUEBBIX HOCHUTENEH» TMOIYYHTh
KJTFOY€BBIE HOCHUTENIM, YOEOUTBCS, 4YTO OHM MPABUIFHO MAapKHPOBAaHbI W Ha HHX
YCTaHOBJIEHA 3alllUTa OT 3aITHCH;

UCIIOB30BaTh Ul paboThl TOJIBKO pabouyyro KOIMUIO CBOErO KIIFOUEBOIO
HOCHTEJIS;

ClaBaTh CBOM IE€PCOHAJIBHBIM KIFOYEBOH HOCHTEIh Ha BPEMEHHOE XpaHEHHE
PYKOBOAMTENIO MOAPA3/EIE€HUs] HJIM OTBETCTBEHHOMY 3a HH(POPMAIHOHHYIO
Oe30macHOCTh B TNEPHOZ OTCYTCTBHS Ha paboueM MecTe (HampuMep, Ha BpeMs
OTITyCKa WJIA KOMaHAUPOBKH );

B Clly4ae IOp4YH paboyedl KONMUH KIIOYEBOTO HOCUTENs (HampuMep, IpH
omnbke ureHus) Biageneny OIl o0s3aH mnepenaTh €ro  YMoJHOMOYEHHOMY
COTPYIHUKY, KOTOPBIM JO/UKEH B IPHCYTCTBUH HCIIOJIHUTENS CHeNarTh HOBYIO
pabouyro KOMHUIO KJIIOYEBOTO0 HOCUTEJSI C HMEIOIIErOCs 9TaJlOHA M BBIIATh €ro B3aMeH
ucrnopueHHoro. Mcrnopuennas pabouasi KOMHs KJIFOYEBOIO HOCHUTENS JOJKHA OBITH
YHUUTOXKEHa.

6.7. Bnapensuy xmoga 11 SAITPEIMAETCA:

OCTaBJIATH KIKOYEBOH HOCUTEND 6€3 TMYHOT0 MPUCMOTPA;

nepeiaBaTb CBOW KIIFOYEBOM HOCUTENb (3TAIOHHYIO MM Pabodyr0 KOIIHIO)
APYTUM JMLaM (KpoMe KakK Ui XpaHEHUS pPYKOBOMMTENIO IOAPa3JeNieHHs WIN
OTBETCTBEHHOMY 32 HH(POPMAIIMOHHYIO O€3011aCHOCTb);

AenaTh HEYYTEHHbIE KOIHH KIIOYEBOIO HOCHUTENS, pacIleyaThiBaTh WIIH
NepernrceBaTh ¢ HEro (aiabl Ha HHOW HOCUTENb MH(pOpMALUK (HApUMeEp, KECTKUI
auck OBM), cHEMare 3allMTy OT 3allCH, BHOCHTh HM3MEHEHHS B (ailibl,
HaXOJAIIMECs Ha KITFOUEBOM HOCHTEJIE;

UCTIONIb30BATh KIIIOYEBOM HOCUTENL HA 3aBEJOMO HEHMCIIPABHOM JIHCKOBOJIE
/v OBM;

TIOATIUCEIBATh CBOMM IE€PCOHANBHBIM Kiaro4oM OIl mo6ble 31eKTpOHHBIE
COOOLICHHS M  JOKYMEHTBI, KpOME TeX BHIOB JOKyMEHTOB, KOTOpHIE
peraaMeHTHPOBaHbI TEXHOJIOTHYECKUM ITPOIIECCOM;

coo0ImaTh TPEeTPHM JIMLIAM HH(OPMAIMIO O BIAJeHHH KmodoMm 1 s
JAHHOT'O TEXHOJIOTHYECKOro Mpoliecca.

6.8. JlelicTBUS IpH KOMIIPOMETAIMH KITIOYEH

6.8.1. Ecim y Brmagensua wmowya DI mOSBHIOCH MOJO3PEHHE, YTO €ro
KIFOUYeBOW HOCHTENb IMONal MJIM MOT TIOMacTh B UyXHe pPyKH (6bUI
CKOMIIPOMETHPOBAH), OH 0043aH HEMEITIEHHO IPEKPaTHTh (He BO30OHOBIIATE) paboTy
C KJIIOUEBBIM HOCHTENIeM, COOOIMUTH 00 3ToM B JlemapTaMeHT HH()OPMAlMOHHBIX
TeXHOJOrMH W JlemapraMeHT  DKOHOMHYECKOHM  0O€30IacHOCTH,  cIaTh
CKOMIIPOMETUPOBAHHBIA KIFOYEBOM HOCHTENb C IIOMETKOM B JKypHajle ydera



KJTFOIEBBIX HOCHTENIEH O NPHYHHE KOMIIPOMETAIIHH, HAITUCATh CIIy)KeOHY0 3aMHUCKY O
(hakTe KOMIPOMETALMH NEPCOHATBHOTO KIFOYEBOr0 HOCHTE/S Ha MM PYKOBOIHUTEIS
[oJipasieNieHusl.

6.8.2. B cmyuae yrepu kiroueBoro Hocurens Biamenen kmoua I o6szan
HEMEUIEHHO cOO0IHUTE 06 3ToM B JlenapTaMeHT MH(pOPMALHOHHBIX TEXHOIOTHH 1
JenapramenT 3KOHOMHYECKOH 6GE30MacHOCTH, HAIMCATH OOBSCHUTENIBHYIO 3aITUCKY
00 yTepe KIFOYEBOrO HOCHUTENS HA MM PYKOBOIUTENS MOAPA3AETACHHUsI U TIPHHATD
yJacTue B Ciy)XeOHO#H mpoBepke o (akTy yTepH KII0YeBOro HOCHTEJI.

6.8.3. OrtBeTcTBeHHBIH 3a MHOOPMALIMOHHYI0  (e30macHOCTh  00s3aH
HEME/IJIEHHO OIOBECTUTH O (haKTe yTpaThl WIIK KOMIPOMETAIIMH KJIFOYEBOIO HOCHTENS
PYKOBOJIICTBO OpraHH3aluK UL TIPHHSATHS IeHCTBUH 110 GIIOKUPOBAHMIO KITIOUEH s
OIl yka3aHHOTO MCIIONHUTEJIS.

6.8.4. Ilo pemreHno pyKoBOACTBA OpraHU3aLUK YCTaHOBJIEHHBIM TOPSIKOM
Brajenen kioda S MoXXeT moiyYuTh HOBBIH KOMILIEKT MIEPCOHAJIBHBIX KITFOUEBBIX
HOCHUTeJIeH B3aMeH CKOMIIPOMETHPOBAHHBIX.

6.8.5. B ciy4yae nepeBoma Bimamensia kmoua DII Ha Ipyrywo pabory,
YBOILHEHHsA MIH MPEKPAINEHUs TPYAOBBIX OTHOLICHHH WHBIM 0Opa3oM OH 06s3aH
caaTh (Cpasy IO OKOHYAHMM IIOCIIEIHErO ceaHca paboTeI) CBOM KITFOUEBOH HOCHUTEND
OTBETCTBEHHOMY 3a HMH(OPMAalMOHHYIO G€30NmacHOCTh MMOJ MOIHCH B XypHaje
y4éra.

7. Opranu3auus naposibHO# 3aIiUTEl.

7.1. Tlapome nyisi CBOe# YYeTHOH 3alkCH TOB30BATENE yCTaHaBJIMBaET
CaMOCTOSATEJIBHO.

7.2.  3ampemiaeTcs = HCIONB30BaTh Napojib  JOMEHa  JIOKaJIbHOMU
BBIYMCIIUTENILHON CeTH (BBOAMTCA mnpu 3arpyske OBM) mis BXoga B HHbIE
aBTOMAaTH3MPOBAHHBIE CHCTEMBI.

7.2. Jlnuna maposns HoJbKHa OBITH He MeHee 7 CHMMBOJIOB. B umcie CHMBOJIOB
TTapojid peKOMEHIYETCs HCIONb30BaTh OYKBBI B BEPXHEM W HUKHEM perucTpax,
UUGPEI ¥ ClIELUATbHBIE CHMBOJIBI (@, # 8, &, *, % ut.n.).

7.3. Tlapons He MOIDKEH BKITIOYATh B CeOS JIETKO BBIUMCIISIEMBIE COYeTaHus
CHMBOJIOB (JIOTHHBI, HM€Ha, (GaMUJIMU | T.NL.), a TAKKe OOLIENPUHSTEIE COKpAIEHUS
(OBM, JIBC, USER u T.11.).

74. Tlpu cMeHe mnapoms HOBOE 3HAYEHHE JOIDKHO OTJIMYaTbCS  OT
IIPEABINYIIEro HE MEHEE YeM B 5 MO3UIIMIX.

7.5. Ilomb30Batens 06s3aH XPaHHUTD B TalfHe CBOM JTHYHBIH I1apoJIb.

7.6. TpeGoBanus K MAPOIIIO ¥ MEPHOAHIHOCTD €10 CMEHEI YCTaHaBJIMBAIOTCS B
TPYNIIOBBIX JOMEHHBIX ITOJIUTUKAX.

8. OTBETCTBEHHOCTH M0JIb30BaTENTEMH

8.1. PaGoTHHKHM opraHM3auHu HECYT  OTBETCTBEHHOCTb  COIJIACHO
IICHCTBYIOIEMY 3aKOHOZATENbCTBY, 3a pas[ilalleHHue CBEJICHHH, COCTaBJISIOIIUX
CITY’)KeOHYI0, KOMMEPYECKYI0 H HHYIO OXpaHsAEMYI0 3aKOHOM TaliHy (B TOM 4YHCIIe



NNEPCOHATBHBIC IlaHHLIe) U CBEJEHHUN OrpaHMYCHHOI'0 pacnpoCTpaHCHHUA, CTaBIIHUX UM

H3BECTHBIMHE IT0 POy pabOTHI.
8.2. Hapymenus yCTaHOBJIEHHBIX NpaBMJI U TPeOOBaHHH IO oOecreyeHuIo

MHGOPMALMOHHOM 0€30MacHOCTH SABISAIOTCA OCHOBaHMEM MUl TPAMEHCHHA K
pabGoTHUKY (TONB30BATENI0) Mep HaKasaHus, INPeIyCMOTPEHHBIX TPYAOBBIM
3aKOHOAATEIbCTBOM.



